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DETAILED ACTION 

1. Claims 1-3 and 33-49 are pending in this application and have been examined. 



Response to Arguments 
2, Applicant's arguments filed 1 1-25-05 have been fully considered but they are not 
persuasive. 

The Applicant argues in traverse of the rejections of the claims under 35 USC 102(b) as 
clearly anticipated by Orita * 147. The Applicant asserts that the instant claimed invention may be 
distinguished from the teaching of Orita based on the feature of the instant claimed invention of 
storing and retrieving data files either locally or remotely. The Applicant asserts that the Orita 
reference only teaches local storage of such data files. The Applicant's argument is respectfijUy 
countered by noting that that the recitation of storage of the data files locally or remotely is 
disjunctive, i.e., the retrieval is of data files stored locally or remotely, and therefore even 
assuming arguendo that Orita fails to teach remote storage, the local storage of Orita reads 
sufficiently on the claim limitation. In addition, files are retrievable (fig, 3 element 511, col 2 
lines 53-62) from a v^orkstation (fig. 1 element 10) that is remote from the external hard-drive 
(fig. 1 element 1 1). Therefore Orita does teach all limitations of claims 1 and 2. 

The Applicant argues in traverse of the rejection of claim 3 under 35 USC 103(a) by 
asserting that Rager '721 fails to teach remote retrieval of files and therefore cannot cure the 
asserted deficiency of Orita discussed supra. However, a review of Orita as discussed supra 
reveals that it does indeed teach this feature. 
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Response to Amendment 
3. The amendment to the claims filed on 1 1 -25-2005 does not comply with the 
requirements of 37 CFR 1 .121(c) because the renumbering of the claims is improper, 
the claim listing is incomplete, and the claims do not have the proper status identifiers in 
all cases. Amendments to the claims filed on or after July 30, 2003 must comply with 
37 CFR 1 .121 (c) which states: 

(c) Claims. Amendments to a claim must be made by rewriting the entire claim with all 
changes {e.g., additions and deletions) as indicated in this subsection, except when the claim is 
being canceled. Each amendment document that includes a change to an existing claim, 
cancellation of an existing claim or addition of a new claim, must include a complete listing of 
all claims ever presented, including the text of all pending and withdrawn claims, in the 
application. The claim listing, including the text of the claims, in the amendment document will 
serve to replace all prior versions of the claims, in the application. In the claim listing, the status 
of every claim must be indicated after its claim number by using one of the following identifiers 
in a parenthetical expression: (Original), (Currently amended), (Canceled), (Withdrawn), 
(Previously presented), (New), and (Not entered). 

(1) Claim listing. All of the claims presented in a claim listing shall be presented 
in ascending numerical order. Consecutive claims having the same status of "canceled" or "not 
entered" may be aggregated into one statement {e.g., Claims 1-5 (canceled)). The claim Usting 
shall commence on a separate sheet of the amendment document and the sheet(s) that contain the 
text of any part of the claims shall not contain any other part of the amendment. 

(2) When claim text with markings is required. All claims being currently 
amended in an amendment paper shall be presented in the claim listing, indicate a status of 
"currently amended," and be submitted with markings to indicate the changes that have been 
made relative to the immediate prior version of the claims. The text of any added subject matter 
must be shown by underlining the added text. The text of any deleted matter must be shown by 
strike-through except that double brackets placed before and after the deleted characters may be 
used to show deletion of five or fewer consecutive characters. The text of any deleted subject 
matter must be shown by being placed within double brackets if strike-through cannot be easily 
perceived. Only claims having the status of "currently amended," or "withdrawn" if also being 
amended, shall include markings. If a withdrawn claim is currently amended, its status in the 
claim Usting may be identified as "withdrawn — currently amended." 

(3) When claim text in clean version is required. The text of all pending claims 
not being currently amended shall be presented in the claim listing in clean version, i.e., without 
any markings in the presentation of text. The presentation of a clean version of any claim having 
the status of "original," "withdrawn" or "previously presented" will constitute an assertion that it 
has not been changed relative to the immediate prior version, except to omit markings that may 
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have been present in the immediate prior version of the claims of the status of "withdrav^n" or 
"previously presented " Any claim added by amendment must be indicated with the status of 
"new" and presented in clean version, Le,, without any underhning. 

(4) When claim text shall not be presented; canceling a claim. 

(i) No claim text shall be presented for any claim in the claim listing with 
the status of "canceled" or "not entered " 

(ii) Cancellation of a claim shall be effected by an instruction to cancel a 
particular claim number. Identifying the status of a claim in the claim Usting as "canceled" will 
constitute an instruction to cancel the claim. 

(5) Reinstatement of previously canceled claim. A claim which was previously 
canceled may be reinstated only by adding the claim as a "new" claim with a new claim number. 

4. Since the reply filed on 1 1-25-05 appears to be bona fide, applicant is given a TIME 
PERIOD of ONE (1) MONTH or THIRTY (30) DAYS from the mailing date of this notice, 
whichever is longer, within which to submit an amendment in compliance with 37 CFR 1.121 in 
order to avoid abandonment. EXTENSIONS OF THIS TIME PERIOD MAY BE GRANTED 
UNDER 37 CFR 1.136(a). 



Claim Rejections - 35 USC§ 112 
5. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 



6. Claims 33-47 and 49 are rejected under 35 U.S.C. 1 12, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. 

Claims 33, 35, and 40 contain the phrases: "...filesthat primarily reside...", "...files 
residing primarily, file primarily reside. . .". From this claim language it is unclear at what 
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location the file storage is found. Claims 34, 36-39, 41-47, and 49 are dependent on claims 33, 
35, and 40 and are therefore rejected on the same basis. 

Claim Rejections - 35 USC § 102 

7, The following is a quotation of the appropriate paragraphs of 35 U.S. C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(a) the invention was known or used by others in this country, or patented or described in a printed publication in this 
or a foreign country, before the invention thereof by the apphcant for a patent. 

(b) the invention was patented or described in a printed pubUcation in this or a foreign country or in public use or on 
. sale in this country, more than one year prior to the date of appUcation for patent in the United States. 

8. Claims 1-2 are rejected under 35 U.S.C. 102(b) as being clearly anticipated by Orita, 
5163147. 

As for claim 1, Orita teaches a machine system for protecting access constrained 
information fi-om unauthorized access by way of unauthorized users or unauthorized programs, 
said machine system comprising (abstract, col. 1 lines 5-10): 

(a) data-providing means for providing data of an identified one of two or more digital data files, 
where each of said files is identifiable by a file name and where each of said files is retrievable 
fi-om either a local storage or fi*om an external storage (fig. 1 item 14); 

(b) an interceptable access mechanism through which data of an identified file of the 
data-providing means is accessed by identifiable, access-requesting programs and/or 
access-requesting users (abstract, col. 4 lines 46-68); 
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(c) access-control means coupled to intercept data access attempts made through said 
interceptable access mechanism, wherein the access-control means includes deny/approve means 
for testing the intercepted data access attempts and responsively 

denying or approving intelligible or other data access to the data of an identified subset of said 
files based on one or more of the identity of an access-attempting program, the time of the access 
attempt, the machine or location from which the access request originates and a user associated 
with the access request, and wherein the access-control means includes permissions control 
means for responding to permission rules associated with respective ones of identifiable subsets 
of said files (col. 4 lines 46-67, fig. 5); and 

(d) localizing means for transparently and temporarily localizing external files and respective 
external permission rules of such external files for use by said access-control means (abstract, 
col. 1 lines 5-10). 

As for claim 2, Orita teaches a machine-implemented method for protecting access 
constrained information from unauthorized access by way of unauthorized users or unauthorized 
programs, said machine- implemented method comprising (abstract, col. 1 hnes 5-10): 

(a) in response to a navigation-based request, providing data of an identified one of two or more 
digital data files, where each of said files is identified in the navigation-based request by a file 
name, file handle, or equivalent and where each of said files is retrievable from either a local 
storage or from an extemal storage (fig. 5, fig. 1 item 14, col. 4 lines 46-68); 

(b) intercepting data access attempts made through an interceptable access mechanism, wherein 
(col. 4 lines 46-68): 
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(b. 1) the interceptable access mechanism is one through which data of an identified file of the 
data-providing means is accessed by identifiable, access-requesting programs and/or access 
requesting users (col. 4 lines 46-67, fig. 5); ; 

(b.2) the interceptable access mechanism includes access control means includes deny/approve 
means for testing the intercepted data access attempts and responsively denying or approving 
intelligible or other data access to the data of an identified 

subset of said files based on one or more of the identity of an access attempting program, the 
time of the access attempt, the machine or location from which the access request originates and 
a user associated with the access request (col. 4 lines 46-67, fig. 5); and 

(b.3) the access-control means includes permissions control means for responding to permission 
rules associated with respective ones of identifiable subsets of said files; and said method further 
comprises (col. 4 lines 46-67, fig, 5); and 

(c) in response to those of said navigation-based requests which request extemal files, 
transparently and temporarily localizing the extemal files and the respective extemal permission 
rules of such extemal files for use by said access-control means (abstract, col. 1 lines 5-10), 

Claim Rejections - 35 USC § 103 

9. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 
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10. Claim 3 is rejected under 35 U.S.C. 103(a) as being unpatentable over Orita as applied to 
claim 2 above, and Rager 5,412,721. 

As for claim 3, Orita teaches the machine-implemented protecting method of Claim 2, 
but not wherein: confidential information is kept essentially and consistently in encrypted format 
when the confidential information either resides within a remote file server or within easily 
removable media or when such confidential information is in transit along an untrusted 
(not-secure) communications link; said confidential information is exposed in plaintext form on 
an as needed and as-authorized basis, essentially only when said confidential information resides 
within a local client that is conveniently viewable by one or more authorized users; said 
plaintext exposure is allowed to occur only after an authorized user validates his or her 
authorization to access the information at the local client. However Rager et al. does teach these 
features (abstract. Fig. 3B item 316) Therefore it would have been obvious to one of ordinary 
skill in the art at the time of the invention to incorporate these features into the system of Orita. 
It would have been desirable to do so as described in the abstract of Rager so as to prevent access 
to the data in the event of power to the memory device being shut off 



Allowable Subject Matter 
1 1 . The indicated allowability of claims 33-47 and 49 is withdrawn in view of the fiirther 
consideration of the claim language and the new rejections of the claims under 35 USC 112 2^ 
Paragraph. 
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12. 



Claim 48 is allowed. 



Conclusion 



13. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Paul E. Callahan whose telephone number is (571) 272-3869. 
The examiner can normally be reached on M-F from 9 to 5. 

If attempts to reach the examiner by telephone are unsuccessful, the Examiner's 
supervisor, Emmanuel Moise, can be reached on (571) 272-3865. The fax phone number for the 
organization where this application or proceeding is assigned is: (571) 273-8300. 



2-16-05 
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SUPERVISORY PATENT EXAMINER 



